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THE GOAL OF THIS SEMINAR

® According to a study by the FBI, an estimated 70 percent of these network breaches

originate from within.

® Disorder in computer networks is not a big work . It is just abuse of some simple Rules.
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Configure Port Security on all the ports of switch
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\\O DHCP Snooping Enabled Switch

DHCP Snooping says: 'This
Port is allowed to be the
port of DHCP Server!”

No You can not!
because your port is
not trusted by switch!
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Network Security : Attacks and Defence.
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ABSTRACT

Network Security has become very important in today’s world, as a result of which various
methods are adopted to bypass it. Network administrators need to keep up with the recent
advancements in both the hardware and software fields to prevent their as well as the user’s data.
This paper outlines the various attack methods which are used, as well as various defence
mechanism against them.

Index Terms: DOS attacks, Firewalls, Encryption, Port Scanning, SSL, SHTTP, VPN

I. INTRODUCTION
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A Study on the Integrated Security System based Real-time WNetwork
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Absrracr

Wirth the volume of Interner communication confinuing to increase, there are more cases af
worm and virus intrusion through rthe network. The CUFTITY 5) zmn against external attacks
that use Vvarious sSecur vulnerabilities consists of firewall and infrusion detection and
Drevention subsyvstem, and its functionality is becoming more advanced. As indicated by the

ks and wormn and hacking must

. ; are invesfing in various measures for an

intecrared Vv osyste i er the threats of neftwork securi A5 e Security
vulnerabilities and cope wi This paper proposes a network packet in-
depth test-based, integrated secuvr stem that anal s the threat factors throwugh a total
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Chapter 6. Securing Layer 2 Devices

Mitigating CAM Table Overflow Attacks
A Cisco Catalyst switch us Content Addressable Memory (CAM) table to store the

information used by the switch to make forwarding decisions. Specifically, the CAM table
contains a listing of MAC addres hat have been learned from each s -h port. Then,
when a frame enters the switch, the switch interrogates the frame’s destination MAC
address. If the destination MAC addr s known to exist off one of the switch ports, the

frame is forwarded out only that port.

For example. consider Figure 6-7. PC1 sends packets to PC2 via switch SW 1. Because the
switch knows the MAC addresses of PC1 and PC2 in its CAM table, the traffic flows only
02

between interface Gig 0/1 and

Figure 6-7 Normal Switch Operation
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